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Motivation

➡ Standardisiertes maschinenlesbares Format

für datenschutzrechtliche Transparenzinformationen
§ im vollen rechtlich geforderten Umfang (Art. 12, 13, 14, [15, 30] DSGVO)
§ in einer nachvollziehbaren und transparenten Form (Art. 5 GDPR)

➡Neue technische Wege für Nutzer*innen werden ermöglicht
(adaptiv, kontextuell, nach Präferenz…)

➡Verantwortliche Stellen können die Informationen intern und extern 
deutlich vielseitiger und effizienter verarbeiten
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Agenda

§ Rechtliche Grundlagen

§ Transparency Information Language
§ Ausdrucksmächtigkeit
§ Design und Implementierung

§ Toolkit und aufbauende Arbeiten
§ Hands-on

§ Ausblick

§ Diskussion
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Rechtliche Grundlagen
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Fundstellen Kurzbezeichnung
13(1a) 14(1a) 30(1a) Verantwortliche*r

13(1b) 14(1b) 30(1a) Datenschutzbeauftragte*r

13(1c) 14(1c) 15(1a) 30(1b) Zwecke

13(1c) 14(1c) Rechtsgrundlage

13(1d) 14(2b) Berechtigte Interessen

13(1e) 14(1e) 15(1c) 30(1d) Empfänger(-kategorien)

13(1f) 14(1f) 15(1c) 30(1e) Drittland-Weitergabe

13(1f) 14(1f) 15(2) 30(1e) Angemessenheit (Drittland)

13(1f) 14(1f) 15(2) 30(1e) Auskunft und Datenportabilität

13(2a) 14(2a) 15(1d) 30(1f) Dauer der Speicherung, Speicherungskriterien

13(2b) 14(2c) 15(1e) Recht auf Auskunft

13(2b) 14(2c) 15(1e) 16, 17 Recht auf Berichtigung  oder Löschung

13(2b) 14(2c) 15(1e) 20 Recht auf Datenübertragbarkeit

13(2c) 14(2d) Recht auf Widerruf der Einwilligung

13(2d) 14(2e) 15(1f) Recht auf Beschwerde

13(2e) Erforderlichkeit/Nichtpreisgabe

13(2f) 14(2g) 15(1h) 22 Automatisierte Entscheidungsfindung/Logik

14(2f) Quellen

13(3) Benachrichtigung bei Zweckänderung

30(1c) Kategorien der betroffenen Personen/Daten
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# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

## 1A 1B 1C 2A 2B 2C 3A 3B 3C 4A 4B 4C 5A 5B 5C 6A 6B 6C 7A 7B 7C 8A 8B 8C 9A 9B 9C 10A 10B 10C

Information/ Company VW RyanAir MAN Shire BASF Beiersdorf Vinci Viessmann Stihl Caritas TK Fresenius Siemens Telefónica Lotto REWEHennes & MauritzTesco DHL WEB.de Repubblica L'TUR Verivox Enel BNP Paribas Otto Carrefour Qwant XING YouPorn

Controller + ~ ~ + + + - ~ ~ + + + + + + + + + + + + + + + ~ + + + + +

Data protection officer + ~ + + + + + + ~ + + ~ + + + + + + + + + ~ ~ + + + + + + ~

Purpose + + + + + + + + + + + + + + + + + + + + + + ~ + + + + + + ~

Legal basis + + + + + + + + + ~ + - + + + + + + + ~ + + ~ ~ ~ + + + + ~

Legitimate interests + + + ~ ~ + - + + - + + + + + + + + + + ~ + ~ ~ + + + + + +

Recipient(s) + ~ ~ ~ ~ ~ + + ~ ~ ~ ~ ~ + + + + ~ ~ + ~ + ~ - ~ + + + + ~

Third country transfer ~ ~ + + + + ? + + + ? + ~ ~ ~ + + + + - + ~ + ? ~ ~ + ? + ~

Adequacy (third country) ? ? + ? ? ? ? + + + ? + + + ~ + + + + ? + + + + + + + ? + +

Information and data 
portability

+ + - ~ ~ - - + - - + ~ ~ + ~ - + - ~ + + + + + + + ~ + + +

Duration of storage or storage 
criteria

+ + ~ + + + + + ~ ~ ~ ~ + + ~ + + + ~ + + ~ + ~ ~ ~ + + + ~

Right to request access + + + + + + + + + + + ~ + + + + + + + + + + + + + + ~ + + +

Right of rectification or 
erasure

+ + + + + + + + + + + + + - + + + + + + + + + + + + + + + +

Right to data portability + + + + + + - + + + + - + + + + + + + + + + + + + + + + + +

Right to withdraw consent + + + + + + + + + + + + + + + + + + + + + + + + + + + + + +

Right of complaint + + - + + + + + + + + ~ + + + + ~ + + + + + + + + + + + + +

Necessity and consequences 
of non-disclosure

~ ~ + + + ~ + + ~ + ? - ~ ~ ~ + + ? ? + ~ ~ ~ - ~ ~ - ~ ~ -

Automated decision making 
and logic

? ? + ? ? ? ? ~ ? ? + ? ? ? + ~ + ? ? ~ ~ + ~ ? + + ? ? + ?

Sources + + + + + + ~ + + + + + + + + + + + + + + + + ~ + ~ + + + +

Notification of change of 
purpose

? + ~ - - ? - + + ? ? ? ? + ? ~ + ~ ~ ~ + ? ? - + ? ~ ~ ? +

Categories of data subjects 
and data

+ + + + + + - + + + + - + + + + + + + + ~ + ~ - + + - + + ~

Unklar|Erfüllt|Unvollständig| Nicht erfülltLegende:
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# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30
Tabellenbl. 1A 1B 1C 2A 2B 2C 3A 3B 3C 4A 4B 4C 5A 5B 5C 6A 6B 6C 7A 7B 7C 8A 8B 8C 9A 9B 9C 10A 10B 10C

Kurzbezeichnung Dienste VW RyanAir MAN Shire BASF Beiersdorf Vinci Viessmann Stihl Caritas TK Fresenius Siemens Telefónica Lotto REWEHennes & MauritzTesco DHL WEB.de Repubblica L'TUR Verivox Enel BNP Paribas Otto Carrefour Qwant XING YouPorn

Verantwortliche*r + ~ ~ + + + - ~ ~ + + + + + + + + + + + + + + + ~ + + + + +

Datenschutzbeauftragte*r + ~ + + + + + + ~ + + ~ + + + + + + + + + ~ ~ + + + + + + ~

Zwecke + + + + + + + + + + + + + + + + + + + + + + ~ + + + + + + ~

Rechtsgrundlage + + + + + + + + + ~ + - + + + + + + + ~ + + ~ ~ ~ + + + + ~

Berechtigte Interessen + + + ~ ~ + - + + - + + + + + + + + + + ~ + ~ ~ + + + + + +

Empfänger(kategorien) + ~ ~ ~ ~ ~ + + ~ ~ ~ ~ ~ + + + + ~ ~ + ~ + ~ - ~ + + + + ~

Drittland-Weitergabe ~ ~ + + + + ? + + + ? + ~ ~ ~ + + + + - + ~ + ? ~ ~ + ? + ~

Angemessenheit (Drittland) ? ? + ? ? ? ? + + + ? + + + ~ + + + + ? + + + + + + + ? + +

Auskunft und 
Datenportabilität + + - ~ ~ - - + - - + ~ ~ + ~ - + - ~ + + + + + + + ~ + + +

Dauer der Speicherung bzw. 
Speicherungskriterien + + ~ + + + + + ~ ~ ~ ~ + + ~ + + + ~ + + ~ + ~ ~ ~ + + + ~

Recht auf Auskunft + + + + + + + + + + + ~ + + + + + + + + + + + + + + ~ + + +

Recht auf Berichtigung oder 
Löschung + + + + + + + + + + + + + - + + + + + + + + + + + + + + + +

Recht auf 
Datenübertragbarkeit + + + + + + - + + + + - + + + + + + + + + + + + + + + + + +

Recht auf Widerruf der 
Einwilligung + + + + + + + + + + + + + + + + + + + + + + + + + + + + + +

Recht auf Beschwerde + + - + + + + + + + + ~ + + + + ~ + + + + + + + + + + + + +

Erforderlichkeit und 
Konsequenzen bei 
Nichtpreisgabe

~ ~ + + + ~ + + ~ + ? - ~ ~ ~ + + ? ? + ~ ~ ~ - ~ ~ - ~ ~ -

Automatisierte 
Entscheidungsfindung und 
Logik

? ? + ? ? ? ? ~ ? ? + ? ? ? + ~ + ? ? ~ ~ + ~ ? + + ? ? + ?

Quellen + + + + + + ~ + + + + + + + + + + + + + + + + ~ + ~ + + + +

Benachrichtung bei 
Zweckänderung ? + ~ - - ? - + + ? ? ? ? + ? ~ + ~ ~ ~ + ? ? - + ? ~ ~ ? +

Kategorien der betroffenen 
Personen und Daten + + + + + + - + + + + - + + + + + + + + ~ + ~ - + + - + + ~

Überblick über Umsetzung der Informationspflichten nach Art. 13, 14, 15 und 30 DSGVO 
(Transparenz- und Auskunftsrechte) der ausgewählten Unternehmen, tabellarisch



Rechtliche Grundlagen

7

Fundstellen Kurzbezeichnung
13(1a) 14(1a) 30(1a) Verantwortliche*r

13(1b) 14(1b) 30(1a) Datenschutzbeauftragte*r

13(1c) 14(1c) 15(1a) 30(1b) Zwecke

13(1c) 14(1c) Rechtsgrundlage

13(1d) 14(2b) Berechtigte Interessen

13(1e) 14(1e) 15(1c) 30(1d) Empfänger(-kategorien)

13(1f) 14(1f) 15(1c) 30(1e) Drittland-Weitergabe

13(1f) 14(1f) 15(2) 30(1e) Angemessenheit (Drittland)

13(1f) 14(1f) 15(2) 30(1e) Auskunft und Datenportabilität

13(2a) 14(2a) 15(1d) 30(1f) Dauer der Speicherung, Speicherungskriterien

13(2b) 14(2c) 15(1e) Recht auf Auskunft

13(2b) 14(2c) 15(1e) 16, 17 Recht auf Berichtigung  oder Löschung

13(2b) 14(2c) 15(1e) 20 Recht auf Datenübertragbarkeit

13(2c) 14(2d) Recht auf Widerruf der Einwilligung

13(2d) 14(2e) 15(1f) Recht auf Beschwerde

13(2e) Erforderlichkeit/Nichtpreisgabe

13(2f) 14(2g) 15(1h) 22 Automatisierte Entscheidungsfindung/Logik

14(2f) Quellen

13(3) Benachrichtigung bei Zweckänderung

30(1c) Kategorien der betroffenen Personen/Daten
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Person

Verantwortliche
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?
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?

?
➡ Privacy Engineering

Sharing?



Transparency Analysis Platform (tap)
für IAB Europe
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IAB Global vendor lists

Data extractor v1 Transparency Analysis Platform

Transparency Analyses



Aufdecken von
Datenaustausch-Netzwerken*
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Controller
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* Mehr dazu später



Transparency Information Language (TIL)

1. Rechtliche Anforderungen. ✅

2. Abgleich mit existierender Praxis in der Industrie. ✅

3. Austausch- und Weiterleitungsnetzwerke
identifizieren können. ✅

4. Ausdrucksmächtigkeit der Sprache definieren.  #

11

# 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

## 1A 1B 1C 2A 2B 2C 3A 3B 3C 4A 4B 4C 5A 5B 5C 6A 6B 6C 7A 7B 7C 8A 8B 8C 9A 9B 9C 10A 10B 10C

Information/ Company VW RyanAir MAN Shire BASF Beiersdorf Vinci Viessmann Stihl Caritas TK Fresenius Siemens Telefónica Lotto REWEHennes & MauritzTesco DHL WEB.de Repubblica L'TUR Verivox Enel BNP Paribas Otto Carrefour Qwant XING YouPorn

Controller + ~ ~ + + + - ~ ~ + + + + + + + + + + + + + + + ~ + + + + +

Data protection officer + ~ + + + + + + ~ + + ~ + + + + + + + + + ~ ~ + + + + + + ~

Purpose + + + + + + + + + + + + + + + + + + + + + + ~ + + + + + + ~

Legal basis + + + + + + + + + ~ + - + + + + + + + ~ + + ~ ~ ~ + + + + ~

Legitimate interests + + + ~ ~ + - + + - + + + + + + + + + + ~ + ~ ~ + + + + + +

Recipient(s) + ~ ~ ~ ~ ~ + + ~ ~ ~ ~ ~ + + + + ~ ~ + ~ + ~ - ~ + + + + ~

Third country transfer ~ ~ + + + + ? + + + ? + ~ ~ ~ + + + + - + ~ + ? ~ ~ + ? + ~

Adequacy (third country) ? ? + ? ? ? ? + + + ? + + + ~ + + + + ? + + + + + + + ? + +

Information and data 
portability

+ + - ~ ~ - - + - - + ~ ~ + ~ - + - ~ + + + + + + + ~ + + +

Duration of storage or storage 
criteria

+ + ~ + + + + + ~ ~ ~ ~ + + ~ + + + ~ + + ~ + ~ ~ ~ + + + ~

Right to request access + + + + + + + + + + + ~ + + + + + + + + + + + + + + ~ + + +

Right of rectification or 
erasure

+ + + + + + + + + + + + + - + + + + + + + + + + + + + + + +

Right to data portability + + + + + + - + + + + - + + + + + + + + + + + + + + + + + +

Right to withdraw consent + + + + + + + + + + + + + + + + + + + + + + + + + + + + + +

Right of complaint + + - + + + + + + + + ~ + + + + ~ + + + + + + + + + + + + +

Necessity and consequences 
of non-disclosure

~ ~ + + + ~ + + ~ + ? - ~ ~ ~ + + ? ? + ~ ~ ~ - ~ ~ - ~ ~ -

Automated decision making 
and logic

? ? + ? ? ? ? ~ ? ? + ? ? ? + ~ + ? ? ~ ~ + ~ ? + + ? ? + ?

Sources + + + + + + ~ + + + + + + + + + + + + + + + + ~ + ~ + + + +

Notification of change of 
purpose

? + ~ - - ? - + + ? ? ? ? + ? ~ + ~ ~ ~ + ? ? - + ? ~ ~ ? +

Categories of data subjects 
and data

+ + + + + + - + + + + - + + + + + + + + ~ + ~ - + + - + + ~
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Notwendige Ausdrucksmächtigkeit
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… … … …



Formale Sprachdefinition

13
https://github.com/Transparency-Information-Language/schema



Technische Implementierung (i)
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5.2 Technical Definition as JSON Schema

"required": [ "_id", "name", "created", "modified", "version", "
language", "status", "url", "_hash" ],

"additionalProperties": true,
"properties": {

20 <...>
}

}
<all following properties: controller, dataProtectionOfficer...>

}
25 }

Listing 5.14: Root schema.

The first illustrative example for schema validation is the common case of
string definitions, which applies to most of the properties. For instance one can
look at #/properties/controller/properties/name properties, which
can be addressed by the JSON Pointer notation12. The typical property within the
Transparency Information Language comprises a title, description, and example
fields. From these fields, the automatic generation of documentation is possible,
and they help developers to quickly identify the semantic meaning. Listing
5.15 shows the original schema definition. Listings 5.16 and 5.17 show one
valid and one invalid input. The automatic JSON error message would read
“.controller.name should be string”.

"name": {
"$id": "#/properties/controller/properties/name",
"type": "string",

405 "title": "Name",
"description": "Name of the controller.",
"examples": [

"Green Company AG"
]

410 },

Listing 5.15: controller/properties/name schema.

"controller": {
"name": "Lollipop Factory",
...

}

Listing 5.16: 3 Valid name.

"controller": {
"name": 3.141,
...

}

Listing 5.17: 7 Invalid name.

In addition to basic type validation, there are more complex properties that are
specifically designed for the use within in Transparency Information Language.
An example is the reference to a legal basis. In section 4.3.2 several conventions
where introduced that need to be enforced within the technical implementa-
tion. In this example, the convention is materialized using a regular expression
as depicted in listing 5.18. Likewise, valid and invalid examples are given in
listings 5.19 and 5.20.

12. For more information on JavaScript Object Notation Pointers refer to RFC 6901: https:
//tools.ietf.org/html/rfc6901.

50



Technische Implementierung (ii)

§ JSON als plattformunabhängiges Datenformat
§ JSON Schema für sofortige Validierung (syntaktisch, tlw. semantisch)

§ Reguläre Ausdrücke und definierte Typen für gängige Standards
§ Zahlreiche if-then-else/anyOf-Konstrukte für rechtlichen Kontext

§ “if (automatedDecisionMaking) { then descriptionOfInvolvedLogic }”
§ “either temporal or conditional data retention”
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A.2 Full example document of the Transparency Information Language

A.2 Full example document of the Transparency
Information Language

In this section, a full example document specified in the Transparency Information
Language can be observed. This document serves as the running example in
most pieces of documentation. Also, this document is available online3.

{
"meta": {
"_id": "f1424f86-ca0f-4f0c-9438-43cc00509931",
"name": "Green Company",

5 "created": "2020-04-03T15:53:05.929588",
"modified": "2020-04-03T15:53:05.929588",
"version": 2,
"language": "de",
"status": "active",

10 "url": "https://green-bikes.de/privacy",
"_hash": "be81d309088dde861ab5fc4d62d4bbfe0aeef3e3baf2f5362c1086f451f0a1e7"

},
"controller": {
"name": "Green Company AG",

15 "division": "Product line e-mobility",
"address": "Wolfsburger Ring 2, 38440 Berlin",
"country": "DE",
"representative": {

"name": "Jane Super",

20 "email": "contact@greencompany.de",
"phone": "0049 151 1234 5678"

}
},
"dataProtectionOfficer": {

25 "name": "Jane Super",
"address": "Wolfsburger Ring 2, 38440 Berlin",
"country": "DE",
"email": "contact@greencompany.de",
"phone": "0049 151 1234 5678"

30 },
"dataDisclosed": [
{
"_id": "f1424f86-ca0f-4f0c-9438-43cc00509931",
"category": "E-mail address",

35 "purposes": [
{
"purpose": "Marketing",
"description": "Newsletter will be sent out once a month."

}

40 ],
"legalBases": [

{
"reference": "GDPR-99-1-a",
"description": "The data are processed on the basis of Art. 99 GDPR which states..."

45 },
{
"reference": "BDSG-42-5",
"description": "BDSG-42-5 refers to the processing of personal data within..."

}

50 ],
"legitimateInterests": [

{
"exists": false,
"reasoning": "There is an legitimate interest based on ... and is not overwritten because ..."

55 }
],
"recipients": [

{
"name": "Yellow Company AG",

60 "division": "Product line e-mobility",
"address": "Triana 123, 9999 Seville",
"country": "ES",
"representative": {
"name": "Jane Super",

65 "email": "contact@yellowcompany.de",
"phone": "0049 151 1234 9876"

},
"category": "Marketing content provider"

},

70 {
"category": "Responsible Statistical Institutes"

}
],

3. https://raw.githubusercontent.com/Transparency-Information-Languag
e/schema/master/tilt.json (retrieved on 01/09/2020)

A4

Beispiel



Repräsentation
in der TIL

(inkl. Validierung)

{
…
}
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…
}

{
…
}
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speicher

(versioniert)

Multi-service environment
API/infrastructure definitions

Service
B

Service 
C Service 

E
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A
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via API (maschinenlesbar)

{
…
}
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Bibliotheken
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pom.xml + mvn install pip install tilt
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Textuelle
Datenschutzerklärung

Natural Language Processing
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<tilt.tilt.Controller object at 0x1153c85b0>

1

2

?



Transparency Analysis Platform
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tilt document

tilt extractor

Transparency Analysis Platform

Transparency Analyses



Dokumentenspeicher (tilt-hub)
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1. Erstellung von TIL-Dokumenten.
2. Verwaltung und Speicherung im

tilt-hub.
3. Anfragen via APIs.
4. Konzeption aufbauender

Anwendungen (z.B. Privacy Agents),
verbesserte Kollaboration und
neue interne Prozesse oder
Auditierung.

Document storage

Sample Python trigger

Clients

JavaScript validation trigger

GraphQL API service REST API service

Web Interface
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API/GraphQL
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Browser-Erweiterung (chrome-tilt)
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Interesse geweckt?
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Ansatz
Anwendungs-

bereich der
Transparenz

DSGVO-
Ansprüche

Interoperabilität
und Tooling

Flexible
Vokabulare

Unternehmens-
kontext

Privater
Kontext

P3P ✅ ❌
(❌), nur

Privacy Bird ❌ ✅ ✅

PrimeLife 
Policy 

Language
(✅) ❌ ❌ ✅ ✅ (✅)

LPL
(✅) +

De-Identifikation

(✅), 
bestenfalls 

nach Revision

(❌), nur 
„Visualizer“ ✅

(❌), nur 
rudimentärer 

Speicher
✅

SPECIAL
(✅) +

Konsent (✅), nicht alle ✅ ❌ ✅
(✅),

Dashboard

TILT ✅ ✅ ✅ ✅ ✅ ✅

Zhao et al.
2016

Gerl et al.
2018

Ardagna et al.
2009 

Cranor et al.
2002

Grünewald
und Pallas

2021

Bonatti et. al.
2019



„Okay, aber warum sollte ein
Unternehmen das machen?“
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„Unter Berücksichtigung des 
Stands der Technik [und] der 

Implementierungskosten”

Neue technische Wege
zur Erfüllung 

datenschutzrechtlicher
Transparenzpflichten

Verbesserter Stand der
Technik und geringere

Implementierungskosten

Folge: Verantwortliche müss(t)en* vergleichbare Technik nutzen,
da der Machbarkeitsbeweis erbracht wurde

Datenschutz durch Technikgestaltung (PbD)
Art. 25 DSGVO
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Erwünschtes Ergebnis: 1. Iterative Verbesserungen + Anwendungsfälle
2. Adaption für reale Szenarien

⚭
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TILT: A GDPR-Aligned Transparency Information Language and
Toolkit for Practical Privacy Engineering
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ABSTRACT
In this paper, we present TILT, a transparency information lan-
guage and toolkit explicitly designed to represent and process trans-
parency information in line with the requirements of the GDPR and
allowing for amore automated and adaptive use of such information
than established, legalese data protection policies do.

We provide a detailed analysis of transparency obligations from
the GDPR to identify the expressiveness required for a formal trans-
parency language intended to meet respective legal requirements.
In addition, we identify a set of further, non-functional require-
ments that need to be met to foster practical adoption in real-world
(web) information systems engineering. On this basis, we specify
our formal language and present a respective, fully implemented
toolkit around it. We then evaluate the practical applicability of our
language and toolkit and demonstrate the additional prospects it
unlocks through two di�erent use cases: a) the inter-organizational
analysis of personal data-related practices allowing, for instance,
to uncover data sharing networks based on explicitly announced
transparency information and b) the presentation of formally rep-
resented transparency information to users through novel, more
comprehensible, and potentially adaptive user interfaces, heighten-
ing data subjects’ actual informedness about data-related practices
and, thus, their sovereignty.

Altogether, our transparency information language and toolkit
allow – di�erently from previous work – to express transparency
information in line with actual legal requirements and practices
of modern (web) information systems engineering and thereby
pave the way for a multitude of novel possibilities to heighten
transparency and user sovereignty in practice.

CCS CONCEPTS
• Applied computing → Law; • Information systems → In-
formation systems applications; Web data description lan-
guages; • Software and its engineering → Formal language
de�nitions; Context speci�c languages; • Security and pri-
vacy → Privacy protections;

Permission to make digital or hard copies of part or all of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for pro�t or commercial advantage and that copies bear this notice and the full citation
on the �rst page. Copyrights for third-party components of this work must be honored.
For all other uses, contact the owner/author(s).
FAccT ’21, March 3–10, 2021, Virtual Event, Canada
© 2021 Copyright held by the owner/author(s).
ACM ISBN 978-1-4503-8309-7/21/03.
https://doi.org/10.1145/3442188.3445925

KEYWORDS
Data transparency, GDPR, data protection, privacy, privacy by de-
sign, legal tech, privacy engineering, web privacy, privacy law
ACM Reference Format:
Elias Grünewald and Frank Pallas. 2021. TILT: A GDPR-Aligned Trans-
parency Information Language and Toolkit for Practical Privacy Engineer-
ing. In Conference on Fairness, Accountability, and Transparency (FAccT ’21),
March 3–10, 2021, Virtual Event, Canada.ACM, New York, NY, USA, 12 pages.
https://doi.org/10.1145/3442188.3445925

1 INTRODUCTION
Transparency has been a core principle in philosophical, legal, and
technical deliberations around privacy1 for decades. This particu-
larly applies to data privacy in everyday digital life: To be able to act
in a sovereign and self-determined way and actually make informed
choices, individuals need to have su�cient knowledge about the
actual facts and givens regarding the processing of personal data,
including, e.g., which party collects what personal data for which
purposes, how long this data is (going to be) stored, et cetera. Data
protection laws and regulations around the world – such as the
European General Data Protection Regulation (GDPR) [8] or the
California Consumer Privacy Act (CCPA) [38] – therefore explicitly
include transparency rules for data processing parties, obligating
them to reveal respective information to the data subjects.

These obligations are today typically ful�lled through respec-
tive transparency parts of written privacy policies. Such privacy
policies do, however, exhibit several shortcomings that severely
limit their actual reception and comprehension on the side of data
subjects: First of all, privacy policies are often long, complex, and
written in legalese language, making it hard for data subjects to
locate transparency-related information and actually understand
them correctly [25, 35]. Second, di�erent privacy policies employ
di�erent logical structures and vocabularies for factually similar
statements, causing signi�cant reading and decoding e�orts for
every new policy to be understood [26]. Such practice structurally
discriminates people who are less privacy-literate [39]. Finally, data
transfers towards other parties are now a broadly established prac-
tice. Data subjects wanting to see “the whole picture” in such con-
texts therefore have to read and understand multiple policies and
establish the logical interdependencies between them themselves.

Together with the ever-increasing number of services used (and,
thus, of privacy policies to be read), this leads to a state where pri-
vacy policies, including respective transparency statements, are not
read anymore before using a particular service and/or consenting to
1Being well aware of the slightly di�erent notions between “Privacy” and “Data
Protection”, we use these terms interchangeably herein.
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pip3 install tilt

Interaktiver Teil

1

2 touch app.py

3 https://github.com/Transparency-Information-Language/python-tilt
https://t1p.de/TIL (Short-Link)
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Repräsentation
in der TIL

(inkl. Validierung)
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…
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…
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speicher

(versioniert)

Multi-service environment
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Service
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Service 
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Service 
A

Service
C Service

D

Transparenzinformationen
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Vocabularies

5.3 Sample Extension through Purpose Definition Vocabularies

other hand give rather general advise on how to formulate facts the transparency
implementation content-wise. Taking this for granted, the language specification
needs to be extended by custom modules. Due to the already modular design
of the language, this can be done by manipulating one or many building block
definitions.

In the following, the process of how to implement a sample extension is shown.
This procedure can be customized to react to the challenges outlined in the
introduction and is therefore meant to be a blueprint implementation.

For many use cases, there is the central requirement of structured purposes
for which personal data may be used. This structure can be in the form of a
hierarchy (e.g. a tree model) or as a directed directed acyclic graph18 for instance.
Structured purposes can be realized by extending the Transparency Information
Language specification. Pallas et al. (2020, 1291) identified relevant functional
requirements for the specification of purposes (in the context of purpose-based
access control), that can partially be claimed for the context of transparency
information as shown below in detail (referred to as Req. 1–4 as in the original
paper). These practices may be useful for different purposes depending on how
“broad” or “narrow” respectively transparency should be guaranteed19.

The tilt-vocabularies extension sample is can be applied at attribute level (Req.
1), since it further defines any JSON field of the schema. Given the purposeCon-
ditional field should be not only based on the form of an unrestricted string
typed array, a specific schema can be defined.

1. First, create a JSON schema for the purpose field specifying all values and
rules:

{
"$schema" : "http://json-schema.org/draft-07/schema#",
"type" : "object",
"properties" : { "purpose" : { "$ref":"#/definitions/purpose" }},

5 "required" : [ "purpose" ],
"definitions" : {

"purpose" : {
"type" : "string",
"allOf" : [

10 {
"anyOf" : [

{ "const": "Apple" },
{ "enum" : [ "Cat", "Dog" ] }

]
15 },

{
"not" : {

"enum" : [ "Earth", "Water", "Air", "Fire" ]
}

20 }
]

}
}

}

Listing 5.23: tilt-purpose-vocabulary.schema.json

18. https://en.wikipedia.org/wiki/Directed_acyclic_graph (retrieved on
01/09/2020)

19. This question arises when discussing how privacy-friendly a system is or was (wanted to be)
designed. (Spiekermann and Cranor 2009).
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tilt schema

https://github.com/Transparency-Information-Language/schema/blob/master/tilt-schema.json



Document storage

Sample Python trigger

tilt hub

Clients

JavaScript validation trigger

GraphQL API service REST API service

Web Interface

Deployment models

D1 Internal deployment for a single data controller.
D2 Internal deployment w/ external access.
D3 Deployment at DPO’s site
D4 Public transparency platform


