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Technisc

Motivation

&J Standardisiertes maschinenlesbares Format

fur datenschutzrechtliche Transparenzinformationen
= im vollen rechtlich geforderten Umfang (Art. 12, 13, 14, DSGVO)
" in einer nachvollziehbaren und transparenten Form (Art. 5 GDPR)

&d Neue technische Wege fiir Nutzer*innen werden erméglicht
(adaptiv, kontextuell, nach Praferenz...)

LJ Verantwortliche Stellen kdnnen die Informationen intern und extern
deutlich vielseitiger und effizienter verarbeiten



* Rechtliche Grundlagen

* Transparency Information Language
= Ausdrucksmachtigkeit
* Design und Implementierung

= Toolkit und aufbauende Arbeiten
= Hands-on

= Ausblick
= Diskussion




Rechtliche Grundlagen

4.5.2016 Amtsblatt der Europiischen Union L119/1

I

(Gesetzgebungsate)

VERORDNUNGEN

'VERORDNUNG (EU) 2016/679 DES EUROPAISCHEN PARLAMENTS UND DES RATES
vom 27. Apnl 2016

zum Stz aaticlicher enbezogener Daten, zum freien
Datenverkens und it Authel bungde  Richitng 95/46/]5(; (Datenschutz.Grundverordmng)

(Text von Bedeutung fiir den EWR)
DAS EUROPAISCHE PARLAMENT UND DER RAT DER EUROPAISCHEN UNION —

gestiitzt auf den Vertrag iiber dic Arbeitsweise der ischen Union, i auf Artikel 16,

auf Vorschlag der Europiischen Kommission,
nach Zuleitung des Entwurfs des Gesetzgebungsakis an die nationalen Parlamente,

nach des Wirtschafis- und o

nach Stellungnahme des Ausschusses der Regionen (3,
gemi dem ordentlichen Gesetzgebungsverfahren (),

in Erwigung nachstehender Griinde:

() Zweck der Richlinie 9SHEG des Europaischen Pl Lsudd Rates () i dH
shhenzumSh 2 der Grundrechte und Grundirciheiten natir
e dic Gewshrlistung des reen Verkehss personenbezogener Daten zvischen don Mi

BLC229vom 31.72012.5.90.

392z
£EZ

dkd

vom 1995
um freien 281 vom 23.11.1995,5.31).

Fundstellen
13(1a) 14(1a)
13(2b) 14(1b)
13(2¢) 14(2c) 15(2a) 30(1b) Zwecke
13(2¢) 14(1C) Rechtsgrundlage
13(2d) 14(2b) Berechtigte Interessen
13(12e) 14(2e) 15(2c) 30(2d) Empfanger(-kategorien)
13(2f) 14(2f) 15(2c) 30(2e) Drittland-Weitergabe
13(2f) 14(a2f) 15(2) 30(2e) Angemessenheit (Drittland)
13(2f) 24(2f) 15(2) 30(2€) Auskunft und Datenportabilitat
13(2a) 14(2a) 15(2d) 30(2f) Dauer der Speicherung, Speicherungskriterien
13(2b) 14(2¢) 15(z1€) Recht auf Auskunft
13(2b) 14(2c) 15(2e) 16, 17 Recht auf Berichtigung oder Léschung
13(2b) 14(2¢) 15(2€) 20 Recht auf Datenibertragbarkeit
13(2¢) 14(2d) Recht auf Widerruf der Einwilligung
13(2d) 14(2€) 15(af) Recht auf Beschwerde
13(26) Erforderlichkeit/Nichtpreisgabe
13(2f) 14(29g) 15(2h) 22 Automatisierte Entscheidungsfindung/Logik
14(2f) Quellen
13(3) Benachrichtigung bei Zweckanderung
30(12c) Kategorien der betroffenen Personen/Daten

Kurzbezeichnung
30(2a) Verantwortliche*r
30(1a) Datenschutzbeauftragte*r
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Kurzbezeichnung Dienste
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Rechtliche Grundlagen

4.5.2016 Amtsblatt der Europiischen Union L119/1

I

(Gesetzgebungsate)

VERORDNUNGEN

'VERORDNUNG (EU) 2016/679 DES EUROPAISCHEN PARLAMENTS UND DES RATES
vom 27. Apnl 2016

zum Stz aaticlicher enbezogener Daten, zum freien
Datenverkens und it Authel bungde  Richitng 95/46/]5(; (Datenschutz-Grundverordung)

(Text von Bedeutung fiir den EWR)

DAS EUROPAISCHE PARLAMENT UND DER RAT DER EUROPAISCHEN UNION —

gestiitzt auf den Vertrag iiber dic Arbeitsweise der ischen Union, i auf Artikel 16,

auf Vorschlag der Europiischen Kommission,

nach Zuleitung des Entwurfs des Gesetzgebungsakts an die nationalen Parlamente,

nach des Wirtschafts- und 0.
nach Stellungnahme des Ausschusses der Regionen (3,

gemif dem ordentlichen Gesetzgebungsverfahren (),

in Erwigung nachstehender Griinde:

o zve k d Richtlinie 95/46/EG des Européischen Parlaments und des Rates
2um Schutz der Grundrechte wnd Grundireiheiten natirlicher Pors
suwlcd Gevilrcitun ng dos frcien Verkehrs personenbezogener Daten mwischen

BLC229vom 31.72012.5.90.

ERg ez
£EZ

m
LZKlvallll 995,531,

Fundstellen Kurzbezeichnung

13(2a) 14(za) 30(2a) Verantwortliche*r

13(2b) 14(2b) 30(1a) Datenschutzbeauftragte*r

13(2¢) 14(2c) 15(2a) 30(1b) Zwecke

13(2¢) 14(1C) Rechtsgrundlage

13(2d) 14(2b) Berechtigte Interessen

|1_3(1e) 14(ze) 15(1c) 30(2d) Empféng-er(-kategorien)l

13(2f) 14(2f) 15(2c) 30(2e) Drittland-Weitergabe

13(2f) 14(a2f) 15(2) 30(2e) Angemessenheit (Drittland)

13(2f) 24(2f) 15(2) 30(2€) Auskunft und Datenportabilitat

13(2a) 14(2a) 15(2d) 30(2f) Dauer der Speicherung, Speicherungskriterien
13(2b) 14(2¢) 15(z1€) Recht auf Auskunft

13(2b) 14(2c) 15(2e) 16, 17 Recht auf Berichtigung oder Léschung
13(2b) 14(2¢) 15(2€) 20 Recht auf Datenibertragbarkeit

13(2¢) 14(2d) Recht auf Widerruf der Einwilligung
13(2d) 14(2€) 15(af) Recht auf Beschwerde

13(26) Erforderlichkeit/Nichtpreisgabe

13(2f) 14(29g) 15(2h) 22 Automatisierte Entscheidungsfindung/Logik
14(2f) Quellen

13(3) Benachrichtigung bei Zweckanderung

30(12c) Kategorien der betroffenen Personen/Daten
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Sharing?

Drittpartei n+1

S

Betroffene Verantwortliche
\ Person Stelle

)

Drittpartei n

‘ Personenbezogene Daten I I'I I

Drittpartei N-1

Drittpartei N

Nachvollziehbares
Sharing

"N

Unsichtbares Sharing

&J Privacy Engineering



Transparency Analysis Platform (tap)
fur IAB Europe

Q ‘é& @ GrJrathL
[ iab: J aa APOLLO

IAB Global vendor lists .

Transparency Analyses
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Transparency Analysis Platform

Data extractor v1



Aufdecken von
Datenaustausch-Netzwerken

Perform Media
Services Ltd
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Transparency Information Language (TIL)W

undstellen Kurzbezeichnung

j(2a) 14(1a) 30(12a) Verantwortliche*r . -
1(2b) 14(2b) 30(1a) Datenschutzbeauftragte*r 1 . Re C ht | I C h e A n fo rd e rU n g e n . V
3(2€) 14(2c) 15(2a) 30(2b) Zwecke

3(2€) 14(20) Rechtsgrundlage

wadY a2(>h)

Rararhtinta Intaraccan

2. Abgleich mit existierender Praxis in der Industrie.

= 3. Austausch- und Weiterleitungsnetzwerke
e identifizieren konnen.

4. Ausdrucksmachtigkeit der Sprache definieren. o

11



Notwendige Ausdrucksmachtigkeit

Kurzbezeichnung | Beschreibung Beispiel Anmerkungen
‘ 1. ldentifikationsnummer* 1. 142486-ca0f-4f0c-9438-43cc005099318 Die Identifikationsnummer ist
2. Name* 2. VW global eindeutig.
3. Erstellungsdatum* 3. 2020-04-03T15:563:05.929588
Meta-Informationen 4. Anderungsdatum* 4. 2020-06-01T16:16:47.151300
zur ldentifikation 5. Version* 5 2
und Verifikation des 6. Sprachkirzel* 6. de
Dokuments 7. Status* 7. active
8. URL* 8. https://elektrowagen.de/datenschutz
9. Hash*’ 9. d732a793562a3e5dc57645a8e9947a8a72af
5ef6f64a247879cdfd3077725799
1. Unternehmensbezeichnung* 1. Elektrowagen AG 2 dient der Unterscheidung ver-
2. Unternehmensbereich 2. Unternehmensbereich/Produktlinie E-Mobilitdt | schiedener Bereiche eines Un-
3. Anschrift* 3. Wolfsburger Ring 2, 38440 Berlin ternehmens; besonders relevant
Verantwortliche*r 4. Landeskirzel*® 4. DE fir GroBunternehmen.
5. Name (Vertreter)* 5. Hubert Deiss
6. Email ( Vertreten)* 6. kundenbetreuung@elektrowagen.de
1. Name* 1. Datenschutzbeauftragter der Elekrowagen AG | Wenn mdglich, ist eine naturli-
2. Anschrift* 2. Wolfsburger Ring 2, 38440 Berlin che Person anzugeben.
?at?nfchutzbeauf- 3. Landeskiirzel* 3 DE
regierr 4. Email* 4. datenschutz@elektrowagen.de
5. Telefon 5. 01711234 5678

Technische
Universitat
Berlin
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Formale Sprachdefinition

dataDisclosed

id }—1 category }-1 purposes }—{ legalBases }-)
(;——4 legitimatelInterests

recipients

LI storage I—I nonDisclosure

addProp

dataDisclosed = { ( id , category , purposes ,
legalBases , legitimateInterests , ( recipients category ) ,
storage , nonDisclosure , [ addProp ] ) };

Items referencing dataDisclosed:
* properties
dataDisclosed is referencing:

id

category.
purposes
legalBases
legitimatelnterests
recipients

storage
nonDisclosure
addProp

13

https://github.com/Transparency-Information-Language/schema
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Technische Implementierung (i)
"name": {
"$id": "#/properties/controller/properties/name",
rtype": "53;33571
405 "title": "Name", J
"description": "Name of the controller.",
"examples": | X
"Green Company AG" JSON Schema
]
410 1},

14



Technische Implementierung (ii)

* JSON als plattformunabhangiges Datenformat
= JSON Schema fur sofortige Validierung (syntaktisch, tlw. semantisch)

» Requlare Ausdricke und definierte Typen fur gangige Standards

» Zahlreiche if-then-else/anyof-Konstrukte fir rechtlichen Kontext

= “if (automatedDecisionMaking) { then descriptionOfinvolvedLogic }”
= "either temporal or conditional data retention”



}l
"controller": {

"name": "Green Company AG",
15 "division": "Product line e-mobility",
"address": "Wolfsburger Ring 2, 38440 Berlin", .
"country": "DE", Technische
"representative": | Universitat
"name": "Jane Super", Berlin
™ ™ 20 "email": "contact@greencompany.de",
"phone": "0049 151 1234 5678"
Beispiel |
}l
"dataProtectionOfficer": {
25 "name": "Jane Super",
"address": "Wolfsburger Ring 2, 38440 Berlin",
"country": "DE",
"email": "contact@greencompany.de",
"phone": "0049 151 1234 5678"
30 b,
"dataDisclosed": [
{
"_id": "f1424f86-ca0f-4f0c-9438-43cc00509931",
"category": "E-mail address",
35 "purposes": |
{
"purpose": "Marketing",
"description": "Newsletter will be sent out once a month."
}
40 1,
"legalBases": [
{
"reference": "GDPR-99-1-a",
"description": "The data are processed on the basis of Art. 99 GDPR which states..."
45 b,
{
"reference": "BDSG-42-5",
"description": "BDSG-42-5 refers to the processing of personal data within..."
}
50 1,
"legitimateInterests": [
{
"exists": false,
"reasoning": "There is an legitimate interest based on ... and is not overwritten because ..."
55 }
1y
"recipients": [
{
"name": "Yellow Company AG",
60 "division": "Product line e-mobility",
"address": "Triana 123, 9999 Seville",
"country": "ES",

"representative": |
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Language (@) and Toolkit (tilt)

Transparenzinformationen
— i via API (maschinenlesbar)
—
——
—
— . —
——
—
—
Textuelle .
Datenschutzerklarung

Reprasentation =~ Dokumenten-
in der TIL speicher
(inkl. Validierung) (versioniert)

Transparenzinformationen
via Nuter:innenschnittstellen

17



Bibliotheken

C:g) Java

<

pom.xml + mvn install

// Generate new Tilt instance from scratch
Tilt tilt = new Tilt ();

Controller controller = new Controller();
controller.setName ("Example Company SE");
tilt.setController (controller);

Technische '
Universitat

Berlin

@ python’

pip install tilt

for element in list(instance.data_disclosed):
for recipient in element.recipients:
print(recipient.category)
# Marketing content provider
# Responsible Statistical Institutes

instance.controller.name = 'Yellow Company Ltd.'
print(instance.controller.to_dict())
# {'address': 'Wolfsburger Ring 2, 38440 Berlin',

18



Natural Language Processing
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Transparenzinformationen
r— i via API (maschinenlesbar)
—
——
—
— —
——
—
—
Textuelle .
Datenschutzerklarung -

Reprasentation ~ Dokumenten-
in der TIL speicher

(inkl. Validierung) (versioniert)

Transparenzinformationen
via Nuter:innenschnittstellen

(i) Welcome to the web site (the "Site") of Zapier, ora Inc. { 'Zapier", "we", "us" and/or “our®).’

(ii) Privacy Policy This Policy was last updated on May 29, 2018 pare . Visit Alexandria GPE has created this statement in order to demonstrate our

@) <tilt.tilt.Controller object at @x1153c85b@>



/ tilt documen t Transparency Analysis Platform



Dokumentenspeicher (tiit-hub)

& ok @ =

1. Erstellung von TIL-Dokumenten. f H H
2. Verwaltung und Speicherung im [aa 191 ] [ OP ]
ti l t_ h U b . GraphQL API service REST API service
3. Anfragen via APIs. \\ l,
. — [

. Konzeption aufbauender 4— [E.m"“g"DB]
Anwendungen (z.B. Privacy Agents),| """ !,‘“g\\
verbesserte Kollaboration und
neue interne Prozesse oder [O nede ] [O * PU““O“]
A U d |t | erun g ] JavaScript validation trigger Sample Python trigger

gz\, docker
\}g Compose



APIl/GraphQL

}

Tilt {
controller {
name
}
dataProtectionOfficer {
name
}
thirdCountryTransfers {
country
adequacyDecision {
available
}
}
}

Technische .
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v {
v "data": {
v "Tilt": {
"controller": {
"name": "Green Company AG"
3
"dataProtectionOfficer": {
"name": "Jane Wonderwomen"
3
v "thirdCountryTransfers": [
v {
"country": "ES",
"adequacyDecision": {
"available": true
}
}
]
}
}

} 22
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|
Browser Erwelterung (chrome-tilt)
w L
L N W Extensions X +
.
C ® Chrome | chrome://extensions Y W tﬁ‘ : tl |t
= Extensions Q. Developer mode @) This chrome extension interacts with a web page based on its transparency information
specified by tilt.
Load unpacked Pack extension Update
Applying schema:
) https://github.com/Transparency-Information-Language/schema
T Transparency Information Language and To... 0.1 http://json-schema.org/draft-87/schema
o This chrome extension interacts with a web page https://raw.githubusercontent.com/Transparency-Information-Language/schema/ma:

based on its transparency information specified Mon Aug 17 2020 23:40:22 GMT+0200 (Mitteleuropaische Sommerzeit)

by tilt.

ID: ahbemojfejpmaibdmedafcdcipnplabl Controller: Green Company AG
Data Protection Officer: Jane Super

Details Remove Cc I Data Disclosed (#): )

Automated Decision Making: (3T
Third country Transfers: Bl ==

Learn more




Interesse geweckt?

24
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Verwandte Arbeiten

Anwef\dungs- DSGVO- Interoperabilitat Flexible Unternehmens- Privater
Zhao et al. Ansatz bereich der .. :
2016 Anspruche und Tooling Vokabulare kontext Kontext
Transparenz
Cranor et al. P2P x (X)/ nur x
2002 3 Privacy Bird
PrimeLife
Ardazgonoaget al. Poli cy () x x ()
Language
2 V) (X), nur
Gerletal. () + : (X), nur — o
2018 LPL De-Identifikation bestenfgllls JVisualizer® rudlmgntarer
nach Revision Speicher
Bonatti et. al. () + — . —7 ()/
2019 SPECIAL Konsent (&), nichtalle X Dashboard
Grinewald J J — — — —
und Pallas TILT

2021

25
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»,Okay, aber warum sollte ein
Unternehmen das machen?“

Neue technische Wege

~ur Erfisllun Verbesserter Stand der
J > Technik und geringere

~Unter Bericksichtigung des

Stands der Technik [und] der Jeienacbu e b

Transparenzpflichten

Implementierungskosten”
Art. 25 DSGVO

Datenschutz durch Technikgestaltung (PbD)

Implementierungskosten

Folge: Verantwortliche muss(t)en* vergleichbare Technik nutzen,
da der Machbarkeitsbeweis erbracht wurde
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ErwiUnschtes Ergebnis: 1. Iterative Verbesserungen + Anwendungsfalle
2. Adaption fur reale Szenarien
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OHTML orL-30 Yo Wo (o0 $10 updated 2 days ago
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Aims to facilitate the analysis of the IAB Europe framework as part of the
expressiveness analysis for a Transparency Information Language

analysis tilt iab gdpr europe

transparency-enhancing-technologies

JavaScript @Apache»?o ?O QO @O I'lo Updated 15 days ago

tilt-nlp Private
Experimental Natural Language Processing on Privacy Policies for Import to
Transparency Information Language

@ Jupyter Notebook 3B GPL-3.0 %0 o @O 110 updated 15 days ago

chrome-tilt Private
This chrome extension interacts with a web page based on its transparency
information specified by tilt.

chrome-extension tilt gdpr transparency-enhancing-technologies

JavaScript 513 GPL-3.0 ?O QO @ 0 I’l 0 Updated 18 days ago

python-tilt

Settings

Top languages

JavaScript @ Python @ Java

® HTML @ Jupyter Notebook

Most used topics Manage
tilt
transparency-enhancing-technologies

gdpr json-schema analysis

-Language/
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//github.com/Transparency-Informat
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TILT: A GDPR-Aligned Transparency Information Language and
Toolkit for Practical Privacy Engineering

Elias Griinewald
Technische Universitit Berlin
Information Systems Engineering Research Group
Berlin, Germany
gruenewald@tu-berlin.de

ABSTRACT

In this paper, we present TILT, a transparency information lan-
guage and toolkit explicitly designed to represent and process trans-
parency information in line with the requirements of the GDPR and
allowing for a more automated and adaptive use of such information
than established, legalese data protection policies do.

We provide a detailed analysis of transparency obligations from
the GDPR to identify the expressiveness required for a formal trans-
parency language intended to meet respective legal requirements.
In addition, we identify a set of further, non-functional require-
ments that need to be met to foster practical adoption in real-world
(web) information systems engineering. On this basis, we specify
our formal language and present a respective, fully implemented
toolkit around it. We then evaluate the practical applicability of our
language and toolkit and demonstrate the additional prospects it
unlocks through two different use cases: a) the inter-organizational
analysis of personal data-related practices allowing, for instance,
to uncover data sharing networks based on explicitly announced
transparency information and b) the presentation of formally rep-
resented transparency information to users through novel, more
comprehensible, and potentially adaptive user interfaces, heighten-
ing data subjects’ actual informedness about data-related practices
and, thus, their sovereignty.

Altogether, our transparency information language and toolkit
allow - differently from previous work - to express transparency
information in line with actual legal requirements and practices
of modern (web) information systems engineering and thereby
pave the way for a multitude of novel possibilities to heighten
transparency and user sovereignty in practice.

CCS CONCEPTS

« Applied computing — Law; « Information systems — In-
formation systems applications; Web data description lan-
guages; « Software and its engineering — Formal language
definitions; Context specific languages; - Security and pri-
vacy — Privacy protections;
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1 INTRODUCTION

Transparency has been a core principle in philosophical, legal, and
technical deliberations around privacy’ for decades. This particu-
larly applies to data privacy in everyday digital life: To be able to act
in a sovereign and self-determined way and actually make informed
choices, individuals need to have sufficient knowledge about the
actual facts and givens regarding the processing of personal data,
including, e.g., which party collects what personal data for which
purposes, how long this data is (going to be) stored, et cetera. Data
protection laws and regulations around the world - such as the
European General Data Protection Regulation (GDPR) [8] or the
California Consumer Privacy Act (CCPA) [38] - therefore explicitly
include transparency rules for data processing parties, obligating
them to reveal respective information to the data subjects.

These obligations are today typically fulfilled through respec-
tive transparency parts of written privacy policies. Such privacy
policies do, however, exhibit several shortcomings that severely
limit their actual reception and comprehension on the side of data
subjects: First of all, privacy policies are often long, complex, and
written in legalese language, making it hard for data subjects to
locate transparency-related information and actually understand
them correctly [25, 35]. Second, different privacy policies employ
different logical structures and vocabularies for factually similar
statements, causing significant reading and decoding efforts for
every new policy to be understood [26]. Such practice structurally
discriminates people who are less privacy-literate [39]. Finally, data
transfers towards other parties are now a broadly established prac-
tice. Data subjects wanting to see “the whole picture” in such con-
texts therefore have to read and understand multiple policies and

blish the logical interdepend, between them themselves.

Together with the ever-increasing number of services used (and,
thus, of privacy policies to be read), this leads to a state where pri-
vacy policies, including respective transparency statements, are not
read anymore before using a particular service and/or consenting to

!Being well aware of the slightly different notions between “Privacy” and “Data
Protection”, we use these terms interchangeably herein.
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Interaktiver Tell

Q pip3 install tilt
e touch app.py

https://github.com/
. Transparency-Inf i
https://tlp.de/TIL (Short—Linkg ormation-lLanguage/python-tilt

Basic usage

See here for an interactive playground

n A . .
launch binder ,in which you can

age binding/library.

1. Import the transparency information langu
tion Officer with their cont:

2. Create your first object, €.9.a Data Protec
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Transparenzinformationen
via API (maschinenlesbar)

Illilllll

Textuelle
Datenschutzerklarung

Reprasentation ~ Dokumenten-
in der TIL speicher
(inkl. Validierung) (versioniert)

Transparenzinformationen
via Nuter:innenschnittstellen
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Addendum



© = RightToWithdrawConsent

© = AdministrativeFee ©® = ChangesOfPurposeElement
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©® = AccessAndDataPortability

© = SourceSource ® = Source

*1

© = RightToRectificationOrDeletion

©® = RightToInformation

© = AutomatedDecisionMaking

11

©® %= Controller

©® = RightToComplain

© = DataProtectionOfficer

© = ControllerRepresentative

1

©® = SupervisoryAuthority

© = ThirdCountryTransferElement

115 @ % AdequacyDecision

© = StandardDataProtectionClause ® = Presence0fEnforceableRightsAndEffectiveRemedies © = AppropriateGuarantees



® = StorageElement © = AggregationFunction

©® = TemporalElement

©® = DataDisclosedElement

® = Any0fSchemaForTheLegalBasesOfTheDataDisclosed

® = Any0fSchemaForLegitimateInterests

-

©® = Any0fSchemaForThePurposes

©® = Recipient ©® = NonDisclosure

©® = RecipientRepresentative
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Vocabularies

"Sschema" : "http://Jjson-schema.org/draft-07/schema#",
"type" : "object",
"properties" : { "purpose" : { "Sref":"#/definitions/purpose" }},
"required" : [ "purpose" ],
"definitions" : {
"purpose" : {
"type" : "string",
"allOf" : [
{
"anyOf" : [
{ "const": "Apple" },
{ "enum" : [ "Cat", "Dog" ] }
]
}I
{
"not" : {
"enum" : [ "Earth", "Water", "Air", "Fire" ]

] 1. Research / Marketing / ...
} 2. Clinical research / Advertising / ...
3. COVID19 research / Targeted advertising / ...

4. Polymerase chain reaction testing / Mouse movement tracking / ...
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"storage": |

Storage :

"temporal”: [

{
"description”: "Creating backups."”,
"ttl": "P3Y6M4ADT12H30M5S"
}
{
"description”: "Finishing ordering process.",
"ttl": "2020-08-09T18:31:42P3Y6M4DT12H30M17S"
}
|
"purposeConditional”: [

"Data is stored until the end of the ordering process.

1/

"legalBasisConditional”: [
"SGB-100-42"

1.

"aggregationFunction": "max

1, 39



"required": [
"_id",
"name",
"created",
"modified",
"version",
"language",

u
"status",
It scnema -
"_hash"
1,
"additionalProperties": true,
"properties": {
"_id": {
"$id": "#/properties/meta/properties/_id",
"type": “string",
"title": "_id",
"description": "The ID follows the database-specific implementation and does not have to be set in advance; but should offer as much entropy as poss
"examples": [
"£1424186-ca@f-4f0c-9438-43cc00509931"
]
H
“name": {
"$id": "#/properties/meta/properties/name",
"type": "string",
"title": "Name",
"description": "Name of the data controller.",
"examples": [
"Green Company"
]
h
"created": {
"$id": "#/properties/meta/properties/created",
"type": "string",
"title": "Created",
"description": "Creation date of the document as an IS0-8601 time code.",
"pattern”: "ACI\\+-]17\\d{4}(?!\\d{2}\\b)) ((-?) ((@[1-9] |1[0-2]) (\\3([12]\\d|0[1-9] |3[01]))?|W([0-4]\\d|5[0-2]) (-?[1-7])?| (00 [1-9] |@[1-9]\\d| [12]\\d{2
"examples": [
''2020-04-03T15:53:05.929588"

https://github.com/Transparency-Information-Language/schema/blob/master/tilt-schema.json



Deployment models

Da Internal deployment for a single data controller.

D2 Internal deployment w/ external access.
D3 Deployment at DPO’s site
D4 Public transparency platform

N/
— [g o goDB]
/A




